[TamsTKa 17151 0OYUaArOIITMXCS

C xaX1bIM TOZIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIBHUKH OJTHU U3 CAMBIX
AKTUBHBIX TOJIb30BaTeNnel Pynera. Mexay TeM, TOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM,
MHTEPHET HECET U MPOoOJIeMbl. DTa MaMsATKa T0JHKHA TOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.
KomMmbrotepHbie BUPYCHI
KoMIbroTepHslii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPAMM, OTIUUYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B JJ0II0IHEHHE K ATOMY, BUPYCHI
MOTYT
MOBPE/IUTh WJIU MOJIHOCTBIO YHUUTOXXUTH BCe (Dailiibl M JJaHHbIE, IOJKOHTPOJIbHBIE [10JIb30BATENI0, OT
MMEHH KOTOPOTO ObliIa 3ammylieHa 3apaXeHHas IporpaMMa, a TaKke OBPEIUTh HITH J1a)Ke YHUUTOXKUTh
OIEPALMOHHYIO CUCTEMY CO BCeMH (aillamu B 11e10M. B GOJIBIIMHCTBE CilydyaeB pacpOCTPaHsIOTCA
BHUPYCHI U€pe3 UHTEPHET.

MeTopl 3aIUTEl OT BPEJOHOCHBIX IPOTpaMM:

1. Mcnonb3yit COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOILIUE CEPBE3HBIN YPOBEHD 3alLIUThI OT
BPEIOHOCHBIX ITPOTPAMM;

2. [TocTosHHO ycTaHaBIMBai MauTH (U(POBBIE 3aIIATKH, KOTOPHIE ABTOMATUYECKH
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOOTKH IPOrpaMMbl) U Ipyrue 0OHOBIICHUS CBOEH ONEpalliOHHOM
cucrembl. CkaunBail UX TOJBKO ¢ ouimansHoro caiira paspadorunka OC. Eciu cymmecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHHUSI, BKIIIOUYH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE MO/1 TPaBaMU IIOJIB30BATENIS, & HE aIMHUHHUCTPATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnionib3yil aHTUBUPYCHBIE IIPOIPAMMHBIE ITPOLYKThI U3BECTHBIX IIPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb pU3MUECKUI JOCTYI K KOMIIBIOTEPY /AJIS IOCTOPOHHMX JIULL;

6. Mcrionb3yit BHEITHHE HOCUTENN HH(DOPMAIUK, TaKue Kak (Iiemka, JUCK Wwin (ai u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (PAiiIIbl, TOJyUYEHHBIE U3 HEHAC)KHBIX HCTOUHUKOB. Jlaxe Te
(ailnpl, KOTOpPbIE MTpUCIaI TBOM 3HAKOMBIN. JlyuIle yTouHU y HEro, OTHPABIISUL JIM OH TeOe UX.
Ceru WI-FI

Wi-Fi - 310 He BUJ nepesiaun JaHHBIX, HE TEXHOJIOI U, a BCEro JInlib OpeHa, mapka. Emie B

1991 rony Huaepnanackast komnanus 3apeructpuponana 6pens "WECA", yto o003Haqano
cnoBocouetanue "Wireless Fidelity", koTopsblif mepeBoauTcs kak "GecripoBoHas TOYHOCTD'.

Jlo Haiero BpeMeHu Jola apyras ab0peBuaTypa, KoTopas SBJISIETCS TAKOM )K€ TEXHOJIOrHen. IT1o
abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHJApT BBICIINNA 3BYKOBOM
TEXHUKHU

Hi-Fi, uro B nepeBosie o3HavaeT "BbICOKAsi TOUHOCTD'.

Jla, 6ecrulaTHBIN HHTEPHET-IOCTYT B Kade, OTeNsAX U adpoIopTax ABISIETCS OTIMYHON
BO3MO>KHOCTBIO BbIX0/1a B HHTEpHET. HO MHOTHE 3KCIEpThI CUMTAIOT, uTO 001enocTynHubie Wi-Fi cetn
HE

SIBJIAIOTCSI 0€30I1aCHBIMHU.

Cogertsl 110 Oe30macHOCTH paboTe B 0011e10CTYNHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro nuunyro uHbopmarmio yepe3 odmenocrymnubie Wi-Fi cetn. Paboras B Hux,
JKEJIaTeIbHO HE BBOJUTH NIAPOJIA JOCTYIIA, JIOTMHBI U KAKHE-TO HOMEPA;

2. Ucnonb3yit 1 0OGHOBIIAN aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. Tem caMbIM Thbl
obe3omacuilb ceds 0T 3aKaYKU BHUpyca Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonp3oBanun Wi-Fi otkmoun dyaknuro "OO6muii qoctyn K (aitmam u nmpuatepam'.
JlaHHas GyHKIUS 3aKpbITa [0 YMOITYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEN AKTUBUPYIOT €€ IS
y100CTBa UCIIOIB30BaHMS B paboTe min y4eoe;

4. He ucnonw3yit myonuunsiii WI-FI n1s mepegaun TMUHBIX JaHHBIX, HAIPUMED 7S BBIXO/a B
COLIMAJIbHBIE CETH UJTU B 3JIEKTPOHHYIO TOYTY;

5. Nnonw3yi Tonpko 3anmiieHHoe coenuuenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";



6. B moOunsHOM Tenedone otkimoun pynkiuio "Tloaknmrouenue k Wi-Fi aBromatnyecku". He
JOMyCKaid aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTssiM Wi-Fi 6e3 TBoero coryacusi.
ConuansHbIe CETH

CornuasibHbBIE CeTH aKTUBHO BXOST B HAally KH3Hb, MHOTHE JIIOJU pa0OTaIOT U )KUBYT TaM
MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUIUIHAP/ YEJIOBEK, YTO SBJISIETCS OAHON CeIbMOM
BCEX

XKUTeNeH TuianeTsl. MHOTHE MOJIb30BaTeNId HE MOHUMAIOT, 4TO HHOpMAIHs, pa3MEIIeHHAs MU B
COIIMAJIBHBIX CETSAX, MOXKET OBITh HaliZIeHa ¥ HCIIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 00s3aTEIBHO C
OJlariMH HaMEPEeHUSIMH.

OCHOBHBIE COBETHI 110 0€30M1aCHOCTH B COLIMAJIBHBIX CETSIX:

1. Orpannys CIUCOK Apy3eid. Y TeOs B APY3bsX HE JOJDKHO OBITH CIy4alHBIX U HE3HAKOMBIX
JTIOJICH

2. 3amuiiai CBO 4acTHYIO ku3Hb. He ykaspiBaii maponu, TenedoHsbl, aapeca, 1aTy TBOETO
POXICHUS U JPYTYI0 JTUUHYI0 HHPOPMAIHIO. 3MTOYMBIIUICHHUKA MOTYT MCIIOIb30BATh J1aXke
nHpopMaIuio

0 TOM, KaK Tbl U TBOU POAUTEIM INIAHUPYETE NPOBECTH KAaHUKYJIBL;

3. 3amumiaii CBOIO peIyTalHIo - IEP>KU €€ B YUCTOTE U 3ajaBail cede Bompoc: XoTes Obl Thl, YTOOBI
JpyTye MoJIb30BaTeIH BUJIEIH, YTO ThI 3arpyxaeis? [lomgymaii, mpexxae ueM 4To-To OnmyoIuKOBaTh,
HanucaTb U 3arpy3uTh;

4. Ecnu Thl TOBOPHILIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEaIbHOE UM U
APYTYIO JTUYHYIO0 HH(GOPMALIMU: UMSI, MECTO JKUTEIILCTBA, MECTO YUeOBI U IIpoyee;

5. N36eraii pazmerienus pororpaduii B InTepHeTe, r1e Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOU
MO>KHO OIPENETUTH TBOE MECTOIOJIOKEHNUE;

6. [Tpu peructpanuu B COIMAIBLHON ceTH HEOOXOIMMO UCIIOJIB30BaTh CIOXKHbBIE MapOJId,
cocrosimue u3 OyKB ¥ UQp U C KOJUISCTBOM 3HAKOB HE MCHEE §;

7. JAnd coManbHOM CeTH, MOYTHI U IPYTHX CaiTOB HEOOXOAMMO HCIIONIb30BAaTh Pa3HbIe MapOIH.
Toraa ecnu Te0s B3710MatOT, TO 3JI0YMBIIIJIEHHUKH TOTy4YaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO
BCE

cpasy.

DNEeKTPOHHBIE TEHBIU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YA00HBIN CIIOCO0 MIaTekel, OJJHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOpBIE XOTAT NOJyYUTh 3T JEHBIH.

DNEeKTPOHHBIE JEHBIY MOSIBUJINCH COBCEM HEJITABHO M MIMEHHO M3-3a 3TOI0 BO MHOTHX
rocyapcTBax Ji0 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM (yHKIMOHUPYIOT M O HUX YK€ IIPOIIMCAHO B 3aKOHE, 1€ UX pa3esisioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpelaeTcsi IPOBOUTH onepanuu 0e3 HASHTU(PUKAUYU 0JIb30BaTeNsl, @ B HEAHOHUMHBIX
UACHTU(HUKAIIIH TTOIH30BATENs SBISETCS 00513aTENbHOM.

Takxe crneayeT pa3inyarh 3J€KTPOHHBIE (pUaTHbIE JEHBIU (PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM) U
ANEKTPOHHBIC HEUATHBIE ICHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 0€30MaCHOM paboTe C 3JEKTPOHHBIMU J€HbIAMU:

1. ITpuBsixku K cueTy MOOUIIBHBIHN TenedoH. DTo camblil yA0OHBII U OBICTPBIN CIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsizanabiii TenedoH MOMOKET, €ClId 3a0y/IeIIh CBOM MIIaTeKHBIN
NapoJjib WM 3aiJEIIb HA CAlUT C HE3HAKOMOT'O YCTPOICTBa;

2. Vcnone3y#t ogHOpasoBbie apoiu. [locie mepexoaa Ha yCUIIEHHYIO aBTOPU3AINIO TeOE yKe HE
OyzeT yrpokaTh ONaCHOCTb Kpa)ky WIIM TlepexBaTa IJIaTeXHOro mapoJs;

3. Beibepu cnosxHbIil mapoib. [lpectynHukam OyneT He IPOCTO yraaaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3To napoJiu, KOTOpbIe COAEepKaT He MEeHee 8§ 3HAKOB U BKJIIOYAIOT B c€0sl CTPOUHbIE
"

MPOMKCHBIE OYKBBI, TU(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0i1apa, QyHTa,
BOCKJIMIIATEIbHBINA

3HaK u T.11. Harpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPBIM HE JIOBEPSCIIIb.

DNEeKTpOHHAs MMoYTa



DNEeKTpOHHAs [TOYTA - TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH 10 NEPECHIIKE U
MIOJTYYECHHUIO JIEKTPOHHBIX COOOILEHH, KOTOPbIE PacIpPEaeIIIIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO
ANEKTPOHHBIN MOYTOBBIN MUK BRITJISIAUT CIEAYIOIIUM 00pa3oM; UMsI_TOJIb30BaTENsA(WUMS_JIOMEHa.
Taxoke Kpome nepegadn IpocTOro TeKCTa, UMEETCsi BO3SMOXKHOCTD IepeaaBarh (haiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe ¢ ITCKTPOHHOU MTOYTOM:

1. Hayto BeIOpaTh mpaBUIILHBIHN TOYTOBBIN cepBHC. B MHTEpHETE €CTh OIPOMHBII BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JIYUIIE JOBEPSITh TEM, KOT'O 3HACIIb U KTO IIEPBbIN B
pEUTHHrE;

2. He yka3bIBaii B TMYHOM MMOYTE JTUYHYIO HH(MOopMaruio. Hampumep, sydie BEIOpATh
"My3bIKadbHBIN (hanaT@" wiu "pok2013" BmMecTo "Temal3";

3. Ucnonp3yi ABYXATAIHYIO aBTOPU3ALMIO. DTO KOI'/1a IOMUMO NapoJisi HY>KHO BBOJIUTB KOJI,
npucbuIaeMblil mo SMS;

4. BeiOepu CIIOXKHBIN naposb. J{Jis KakI0T0 MOYTOBOTO SATUKA JIOJDKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HalMcaThb CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIONB3YH 3TY
BO3MO>KHOCTb;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBblii /111 4aCTHOW NMEPENUCKH C aJpecaTaMu,
KOTOPBIM ThI IOBEpsiCLIb. ITO 3JIEKTPOHHBIN aJipec HE HAJ0 UCIIOIb30BaTh IIPU PETUCTPALIUU Ha
hopymax

M CaMTax;

7. He oTkpsbiBail Qaiisibl U Jpyrue BIOKEHUS B TUCbMaxX Jake €CJIM OHM MPUIILIU OT TBOUX ApYy3eil.
Jlyuuie yToyHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (alibl;

8. Ilocne okoH4YaHUs pabOThI HA IOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIAJIKU C CAaliTOM HE
3a0ynp Haxath Ha "Beriitu".

KuGepOymnuHr M BUPTyaIbHOE H3/1€BATEIECTBO

KubepOynnuHr - npecienoBaHie cOOOUICHUSIME, COAEPKALUMHU OCKOPOJIECHUS, arpeccuio,
3alyTMBaHME; XYJIUTAaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO Pa3IMUHBIX UHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO O0pBOE ¢ KHOEPOYILITHHTOM:

1. He 6pocaiics B 60ii. JIyumuii cioco6: mocoBeTOBaThCS Kak ce0si BECTH U, €CJIM HET TOro, K KOMY
MO>KHO OOpaTUTBCSA, TO BHAYaJle YCIIOKOUThCS. Eciy Thl HauHEIIb OTBEYaTh OCKOPOJIEHUSIMHU Ha
OCKOpOJIEHUS, TO TOJIBKO ellle 00JIbIle Pa30XKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppenyTaliuei;

3. AHOHUMHOCTH B ceTd MHUMAs1. CyIIECTBYIOT CIOCOOBI BBISICHUTE, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyIUTaHCKUIN 00pa3 BUPTyalbHOI ku3HHU. IHTEpHET UKCHpYET BCE TBOU
NEUCTBUS U COXPAHSIET UX. Y JAIUTh UX OYyJEeT KpaliHe 3aTPyIHUTEIBHO;

5. CoOnroziait cBOM BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHnuHbIN HeratuB. O1HOPa30Bble OCKOPOUTENbHBIE COOOIIEHUS JTyUIlIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTauH;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH € ONpeIeIeHHBIX apeCcoB;

8. Ecnu ThI cBUAETENs KNOEPOYUIMHTa. TBOM AEWCTBUS: BHICTYIIUTH IPOTUB MPECIeI0BaTENs,
MOKa3aTh €EMY, YTO €T0 JIEUCTBUS OLIEHUBAIOTCS HETATUBHO, MOAEPKATh )KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO MOBE/ICHUS B CETH.
MoOunbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TIAHIIETHI COJEpKaT B ce0e BIOJHE B3pOCIbI QyHKIIMOHAT,
TENepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbIOTEpamMu. OAHAKO, CPECTB 3aIIUTHI JJIs
MOJI00HBIX YCTPOMCTB MOKa OueHb Mano. TecTupoBaHue U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE
TaK

WHTEeHCHUBHO, Kak Jutst [1K, To ke camoe kacaeTcss U MOOMIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYECKH JTOTHAU HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenre GyHKIIMOHAIA BI€UET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTD.
Jlanexko He Bce MPOM3BOIUTENN BBITYCKalOT OOHOBIICHHSI, 3aKPBIBAIOIINE KPUTHUYECKHE



YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1151 0€30IaCHOCTH MOOMIIBHOTO TenedoHa:

1. Hudero He sBisieTcst mo-HacToseMy OecruiaTHBIM. byib ocTopoeH, Beap Koraa Tede
mpeaaraT OecIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIIYTH;

2. lymaii, mpexe yem otrpaButb SMS, ¢hoTo ninu Buaeo. Thl TOUHO 3HAEITb, TJI¢ OHU OYyayT B
KOHEYHOM uTore?

3. Heo0xoaumMo 0OHOBIISATH ONEPAIlMOHHYIO CUCTEMY TBOETro cMapT(doHa;

4. Ucnonb3yii aHTUBUPYCHBIC TTPOTPAMMBI JIJIsI MOOMIIBHBIX TEIC(POHOB;

5. He 3arpy»xaii mpuiio’keHus OT HEU3BECTHOT'O UCTOYHHKA, BE/Ib OHU MOTYT COJEPKaTh
BPEIOHOCHOE TPOTpaMMHOE 00eCIIeUeHHUE;

6. [Tocne Toro Kak ThI BBIMJICIIB C CaiiTa, TJIe BBOJWJI JIMYHYIO HH(POPMAIINIO, 3ali 11 B HACTPOUKH
Opay3epa u ynanmu cookies;

7. [lepuoaunuecku mMpoBepsiii Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOi1 HOMEp MOOMIIBHOTO TeJe(OHA TOIBKO JIFOJSM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpSsiellib;

9. Bluetooth momkeH OBITH BBIKIIFOUEH, KOTJ]a THl KM HE TOJIb3yelibest. He 3a0biBaii nHOT 1A
MIPOBEPSITH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHHS, O0BEANMHSIONINE
COTHH THICAY YEJIOBEK MO BceMy MUpPY. IrpoKku UCCleayloT JaHHBIA UM MU, OOIIAIOTCS IPYT C IPYTOM,
BBITIOJIHSIIOT 33JIaHUSI, CPAKAIOTCS C MOHCTPAMH | TMOJTYUYalOT OIBIT. 3a yI0BOJILCTBUE OHU TUIATST:
MOKYTAIOT JUCK, OTIAYMBAIOT A00OHEMEHT WJIH MPUOOPETAIOT KaKUe-TO OIIHUU.

Bce atu cpeacTBa uayT Ha nmoAaepKaHUE U Pa3BUTHUE UTPHI, @ TAKXKE HA caMy 0€30MaCHOCTb:
COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3ALINU, BBITYCKAIOTCS HOBBIE MaT4H (U(GPOBbBIE 3aIUTATKH [T
MporpamMm), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momo6HbBIX UTrpax CTOUT OIAacaThCsl HE CTOJIBKO CBOMX COTMIEPHUKOB, CKOJIBKO KPa)kl TBOETO
MapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIIMU OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOI0 AaKKAYHTA!

1. Ecnu npyroit Urpok BezeT ceds MI0X0 WU CO3/1aeT Te0e HENPUATHOCTH, 3a0JIOKUPYH €ro B
CIHICKE UTPOKOB;

2. Toxany¥icst aiIMMHUCTPATOPaM UTPhI HA IIOX0E TMTOBEACHUE ITOTO UTPOKA, JKEIATEIHHO
MPUJIOKUTh KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaiil 1uuHyto nH(GOpMaLnio B podaiisie Urpsl;

4. YBaxail Ipyrux y4acTHUKOB II0 UIDE;

5. He ycranaBnuBaii Heo(puIaibHbIC TaTYU U MOJIBI;

6. Mcrionb3yil CIOXKHBIE U pa3HbIE MApOJIH;

7. Jaxe BO BpeMsI UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [IoKa ThI Urpaens, TBOM KOMIIBIOTED
MOTYT 33apa3HTh.

OUIIMHT UK KpaXka JIMYHBIX JTAHHBIX

OObIYHOM KpaXkeil IeHeT U TOKYMEHTOB CEroHs YK€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TOYMBITIUICHHUKY TTEPEMECTUINCH B UHTEPHET, U MPOJA0HKAIOT 3aHUMAThCS
"MIFIOOUMBIM" TEJIOM.

Tak mosiBMIIaCh HOBasl Yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WIIM (PUIIIMHT, TJIABHAS 11€JIb KOTOPOTO
COCTOHWT B MOJYYCHUU KOH(UICHIINATBHBIX JAHHBIX MOJIb30BaTENeH - IOTMHOB U mapoineil. Ha
aHrauiickoMm si3bike phishing untaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password - Mapos).
OcHOBHBIE COBETHI O 60pbOE ¢ HPUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI TO/103peBaetiib, YTO TBOSI aHKETa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aMHUHICTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;
2. Vcnonb3yii Ge3omacHbie BEO-CaThI, B TOM YHCIIC, MHTEPHET-Mara3uHoOB U TTOMCKOBBIX CUCTEM;
3. Ucnone3yit crokHbBIE U pa3Hble mapoiu. Takum 00pazom, eciu Te0si B3IOMAIOT, TO
3JI0YMBIIUICHHUKH TTOTy4YaT JOCTYM TOJIBKO K OJJHOMY TBOEMY IIPO(IITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B370MalH, TO HEOOXOAUMO NPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
n00aBIIeHBI y T€0s B IPY3bSIX, O TOM, UTO T€Os B3IOMAJIA U, BO3MOYKHO, OT TBOETO UMEHH OyIeT
pacchuIaThCs CliaM U CCHUIKU Ha (PUIIMHTOBLIE CAlTHI,



5. YcranoBu HazexHbIi maposb (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKIIIOYM cOXpaHeHUe maposis B Opaysepe;

7. He oTkpeIBait (haiiiel 1 Ipyrue BIOKECHHS B TUChMaXx Ja)Ke €CJIM OHM MPUIILIIH OT TBOUX JIPYy3eH.
Jlydie yTOYHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl.

[Tudposas penyrauus

[Mudposas penmyranus - 3T0 HETaTUBHAs UJIHM MMO3UTUBHASI HH(POpPMAaLUs B CETH O Tebe.
Komnpomerupyromas nHpopmanus pa3MeIeHHasi B MHTEPHETE MOXKET CEPbE3HBIM 00pa30M OTPa3UThCS
Ha TBOEH peanbHOU xu3HU. "LudpoBas pemyranus" - 3To TBOM UMUK, KOTOPBIA (hopMupyercs u3
nHpopMmanuu o Teb6e B MHTEpHETE.

TBoe MecTo KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K ITYyOJUKAIIUHN JTUYHOM HHPOPMALIUU B
WHuTepHeTe, He OHMMAasi BO3MOXKHBIX MOciIeACTBUN. Thl Jake HE CMOXKEIlb A0TafaTbCsi O TOM, UTO
¢dororpadus, pasMerieHHas 5 et Ha3all, cTana IPUIMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pazmerienue TBoux ¢ororpaduii 1 gpyrue 1eHCTBUs MOTYT HE UCUE3HYTh JJaXe
MoCJIe TOTO, KaK Thl MX yJaJIUIIb. Thl HE 3HACIIb, KTO COXPAaHMII 3Ty HH(OPMAIIHIO, [TOTaja J1 OHA B
IIOMCKOBBIE CHCTEMBI U COXPaHMJIACh JIM OHA, a [JIaBHOE: YTO MOAYMAIOT O Te0e OKpYy:Karollee AU,
KOTOpbIE HAWAYT U yBUIAT 3T0. HallTu MHpOpMAaLIMIO MHOTO JIET CITyCTsl CMOXKET JII000M - Kak U3
T00pBIX

noOy»K/A€HUH, TaK U C HAMEPEHUEM IPUYMHUTD Bpel. ITO MOKET ObITh KTO YTOJHO.

OcCHOBHBIE COBETHI 10 3aLIUTE LU(PPOBON pemyTauu:

1. ITogymaii, mpekae 4eM 4To-To MyOIMKOBaTh U NepeaBarh y cedst B 6J1ore Wid B COLMATIBHON
CeTH;

2. B Hactpoiikax npoduist ycTaHOBU OTPaHUYEHUs Ha IPOCMOTP TBOETO NPOGMIISL U €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "[Isl Ipy3en';

3. He pa3memaii u He yka3biBail HH(MOpPMAIIHIO, KOTOPasi MOXKET KOT0-ITM00 OCKOPOJISATh UITH
OOMXaTh.

ABTOpCKOE ITPaBoO

CoBpeMeHHbIE IIKOJIbHUKH - aKTUBHBIE II0JIb30BaTENN LU(POBOIo mpocTpancTa. OAHAKO JaJIEKO
HE BCE 3HAIOT, YTO NOJIb30BAHNE MHOTHMHU BO3MOXKHOCTAMHU IIU(PPOBOIro MHpa TpeOyeT COOIII0ICHUS
npas

Ha MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIUIEKTYyalbHasi COOCTBEHHOCTh'" OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEUYECKOIO
yMa, HaYMHasl ¢ HOBBIX M300pETEHHI 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH,
"

3aKaH4YMBasi KHUTaMu, pororpadusiMu, KHHOGUIBMAaMH U MY3bIKaTbHBIMU TPOU3BEICHUSIMHU.
ABTOpCKHE IpaBa - 3TO MIpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOM3BEICHUS HAYKH,
JUTEpaTyphl U UCKYCCTBA. ABTOPCKHUE MpaBa BBICTYNAIOT B KAYECTBE T'apaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKUM TPy aBTOpa HEe OyJeT HalpacHbIM, AACT MY CIIpaBeIJIUBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/a, MOJYYUTh U3BECTHOCTD U Npu3HaHue. Hukro
0e3

paspelIeHns: aBTOpa He MOKET BOCIIPOM3BOIUTH €T0 MPOU3BECHNE, PACIPOCTPAHATh, MyOIMYHO
J€MOHCTPUPOBATh, IPOJIaBaTh, UMIIOPTHUPOBATh, yCKaTh B POKAT, IyOJIUYHO UCIIOJIHATS,
MOKa3bIBaTh/UCTIONHATE B 3(hupe nin pasmemiats B HTepHeTe.

Hcnons3oBanue "mupaTckoro’ mporpaMMHOTO 00ecriedeHus MOYKET MPUBECTH K MHOTHM PUCKaM:
OT TIOTEPY JAAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOMCTBA, I/le YCTaHOBJIEHA
HeJseranbHas nmporpamMma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIerajibHbIE U OecIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O noprane

CeteBHUOK.p(¢ - TBOM INIaBHBIN COBETUHK B CETH. 371€Ch Thl MOXKEIIIb Y3HATh O OE30MACHOCTH B CETH
MOHSTHBIM U JIOCTYITHBIM SI3bIKOM, @ MIPU BO3HUKHOBEHUH KPUTUYECKOM CUTyalluu 0OpaTUTHCS 3a
COBETOM.

A TaxKe NPUHATH y4acTHe B KOHKYpCaxX U CTaTh CaMbIM LHU(POBBIM IpaxaaHUHOM!



